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1	Decision/action requested
This paper discusses user consent in AIML.
2	References
1. S2-2303834 Reply LS on clarification on user consent for AI/ML
2. TS 23.288 Architecture Enhancement for 5GS to support network data analytics
3. TR 23.700-80 Study on 5GS support for AIML-based services
3	Rationale
Between the user consent requirements specified in SA2 and user consent framework in SA3, we believe that the user consent related to AIML application services in 5G is insufficiently addressed as detailed in the following analysis.
4	Discussion
Observation from SA2 Reply LS on clarification on user consent for AIML
SA2 has clarified in their LS S2-2303834[1] that 5GC exposes the following UE related information to AF to assist the AF in application AIML operations:
1.       Traffic volume, Session inactivity time of given UE.  
2.       Data analytics info: newly specified E2E data volume transfer time analytics, and enhanced analytics, including UE Communication analytics, UE mobility analytics, Observed Service Experience, DN Performance, WLAN performance and Network Performance analytics. 
This means that certain UE related information is needed by AF for AIML operations. 
Observation from Observed Service Experience related network data analytics in TS 23.288
TS 23.288 Clause 6.4.3 details the output of observed service experience related network data analytics. Outputs can be either Service Experience Statistics (Table 6.4.3-1) or Service Experience Prediction (Table 6.4.3-2). If any of the Service Experience Statistics or Service Experience Prediction output contains UE location that is indicating the UE location information (e.g. TAI list, gNB ID, etc) when the UE service is delivered, these outputs also require user consent.
Observation from UE analytics details in TS 23.288
In TS 23.288 Clause 6.7 on UE related Analytics describes UE related analytics available in the NWDAF include 
-	UE mobility analytics;
-	UE communication analytics;
-	Expected UE behavioural parameters related network data analytics; and
-	Abnormal behaviour related network data analytics.
Collection of the above analytics requires user consent: “If user consent to collect data is not granted by the UE, the NWDAF rejects/cancels any analytics subscriptions to any of the UE related analytics with target for analytics set to the SUPI or GPSI of that UE.” Since both UE mobility analytics and UE communication analytics are part of UE related analytics, the UE mobility analytics and UE communication analytics is subject to user consent.
Observation from TS 23.288 description UE subscription data related to user consent in UDM
TS 23.288 Clause 6.2.9 on User Consent for Data Analytics describes the user consent for “data collection, ML data training, and analytic generation”. The user consent related information stored in UDM contains the following: 
a)	whether the user authorizes the collection and usage of its data for a particular purpose;
b)	the purpose for data collection, e.g. analytics or model training.
To support AIML’s KI#3 in TR 23.700-80[3], we would have to assume that for each UE, the UDM has a record that says user consent is needed to collect information for AIML.  How this record is provisioned into UDM is outside the scope of the current SA2 or SA3 AIML study.  We note that Clause 6.2.9 is a subclause under main clause 6.2, which is “Procedure for Data Collection”.
Therefore we can infer that aspect of the “usage” in the UDM UE subscription data for user consent is either related to data collection or the use (hence “usage”) of user consent for the purpose of data collection.  
Observation from TS 23.288 on data analytic exposure
TS 23.288 Clause 4.2 describes that NF can request network analytic information from 5GC: “5G System architecture allows any 5GC NF to request network analytics information from NWDAF containing Analytics logical function (AnLF). The NWDAF belongs to the same PLMN as the 5GC NF that consumes the analytics information.”  Additionally, TS 23.288 Clause 6.1 describes the procedure for analytic exposure to allow an internal NF to request data analytics from NWDAF and to allow an (external) AF to request data analytics from NWDAF via NEF. Nowhere in Clause 6.1 describes that user consent is required or user consent checking is performed when a data analytic consumer requests the data analytic from 5GC (e.g., NWDAF).  
On the other hand, Clause 6.1.3 has the following in that the NWDAF may respond to a consumer request for analytics by a Termination Request when user consent has not been met: 
“-	[OPTIONAL] For each Analytics ID the Termination Request, which notifies the consumer that the subscription is requested to be cancelled as the NWDAF can no longer serve this subscription, e.g. due to user consent revoked, NWDAF overload, UE moved out of NWDAF serving area, etc.”
It is not clear what the user consent in “e.g., due to user consent revoked” refers to, whether the user consent is on the subscription or use of data analytics.  The context of this user content is in the context of analytic subscription termination request from NWDAF to an analytic consumer.
These above observations leave the following aspects needing clarification.
Several aspects of user consent related to data analytics would require clarification:
1. Does the user consent record in UDM cover both data collection and allowing the data to be exposed (i.e., usage) to a data analytic consumer? 
2. If the current record in UDM covers only user consent for collecting data, should there be an explicit user consent for allowing the data to be shared with a consumer (i.e., usage) ? Or should the current record be expanded to include explicit user consent for allowing the data to be shared with consumer? Additionally, can a user consent record cover multiple purposes (e.g., collecting UE location data for tracing and for movement prediction)?
3. If there is a NF (also AF) subscription, it means that the NF or AF is allowed to collect UE data (assuming user consent is provisioned in UDM) directly. Does the particular NF subscription cover the data that only NF or AF collected?  Another word, does this NF subscription allow the NWDAF to share with the NF UE data collected for other purpose or by other NF.  For example, if NF1 collects UE location for the purpose of tracking the UE, is NF2 allowed to access UE location information collected by NF1 for tracking the UE or for any other purpose as long as NF1 is subscribed to be a consumer?
4. What is the relation between the user consent stored in UDM and the NF subscription to collect and consume UE data?
5. In the AIML case, is there an explicit AF subscription to collect UE data? It is not clear in the SA2 study. And if there is an explicit AF subscription to collect UE data, what kind of data is AF collecting.  If no, the question above applies (i.e., does this AF subscription allow NWDAF to share with the AF UE data collected for other purpose or by other NF). Since user consent is needed for certain information from UE application to share with AF, can this user consent be used by the AF to gain access to (other) 5GC UE data analytics? 
5	Proposal for endorsement
Based on the observations detailed in TS 23.288, user consent is required for the following Data analytic info:
[bookmark: _Hlk131771464]- UE Communication analytics,
- UE mobility analytics, 
- Observed Service Experience
Proposal 1: Include user consent requirements and security procedure to address user consent in TR 33.898.
Additionally, based on the current understanding of how user consent works, we believe that the user consent mechanism is inadequate to cover the use case as described in SA2’s reply LS.  We request that SA3 to endorse the following proposal to address the needed enhancement to address the user consent required. Specifically, the proposals are to address the questions raised in the above discussion. 
1. Does the user consent record in UDM cover both data collection and allowing the data to be exposed (i.e., usage) to a data analytic consumer? 
Proposal 2: It is propose to clarify that user consent record in UDM covers only data collection.
2. If the current record in UDM covers only user consent for collecting data, should there be an explicit user consent for allowing the data to be shared with a consumer (i.e., usage) ? Or should the current record be expanded to include explicit user consent for allowing the data to be shared with consumer? Additionally, can a user consent record cover multiple purposes (e.g., collecting UE location data for tracing and for movement prediction)?
Proposal 3: It is proposed that explicit indication is required (either in the same user consent record or in a separate user consent record) that allows 5GC to share collected data or data analytic with another NF or AF.
3. If there is a NF (also AF) subscription, it means that the NF or AF is allowed to collect UE data (assuming user consent is provisioned in UDM) directly. Does the particular NF subscription cover the data that only NF or AF collected?  Another word, does this NF subscription allow the NWDAF to share with the NF UE data collected for other purpose or by other NF.  For example, if NF1 collects UE location for the purpose of tracking the UE, is NF2 allowed to access UE location information collected by NF1 for tracking the UE or for any other purpose as long as NF1 is subscribed to be a consumer?
Proposal 4: It is proposed that to clarify that particular NF (AF) subscription only allows data analytic  from the NF which collected the data.
4. What is the relation between the user consent stored in UDM and the NF subscription to collect and consume UE data?
Proposal 5: It is proposed to clarify that each UE user consent stored in UDM only allows one NF (AF) to collect and consume UE data. Allowing additional NF or AF to access the same UE data would require a separate user consent.
5. In the AIML case, is there an explicit AF subscription to collect UE data? It is not clear in the SA2 study. And if there is an explicit AF subscription to collect UE data, what kind of data is AF collecting.  If no, the question above applies (i.e., does this AF subscription allow NWDAF to share with the AF UE data collected for other purpose or by other NF). Since user consent is needed for certain information from UE application to share with AF, can this user consent be used by the AF to gain access to (other) 5GC UE data analytics?
Proposal 6: It is proposed to clarify the type of UE data (e.g., Event ID) that can be collected and consumed by AIML AF. Allowing AIML to access other UE data would require a separate user consent.
Since user consent is within the remit of SA3 and that the user consent related to AIML is in the scope of  the AIML security study, we propose that the above clarifications to be handled in AIML study and that SA3 endorses the following proposal:
Proposal 1: Include user consent requirements and security procedure to address user consent in TR 33.898.
Proposal 2: It is propose to clarify that user consent record in UDM covers only data collection.
Proposal 3: It is proposed that explicit indication is required (either in the same user consent record or in a separate user consent record) that allows 5GC to share collected data or data analytic with another NF or AF.
Proposal 4: It is proposed that to clarify that particular NF (AF) subscription only allows data analytic  from the NF which collected the data.
Proposal 5: It is proposed to clarify that each UE user consent stored in UDM only allows one NF (AF) to collect and consume UE data. Allowing additional NF or AF to access the same UE data would require a separate user consent.
Proposal 6: It is proposed to clarify the type of UE data (e.g., Event ID) that can be collected and consumed by AIML AF. Allowing AIML to access other UE data would require a separate user consent.

